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Introduction F# =

Who we are A4 441

Lenton Group is a global logistics and transportation company that specializes in
transportation by air, sea and land, supply chain solutions, warehousing and
distribution, and e-commerce fulfilment. Our wide range of services comprise a
variety of express and cargo-based economy and time-critical services, dangerous
good handling, clinical trial logistic and cold chain management. Lenton Group is an
Asian-based, cross-border service provider with an extensive network of owned-
offices and trusted partners serving more than +220 countries / territories worldwide.
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Privacy Notice Overview B&Ah 7 B HE ik

Lenton Group and its Business Units (hereafter “Lenton Group”, “Lenton”, “we") is
committed to Personal Data protection. This Privacy Notice (“Notice”) sets out the
principles and guidelines we apply to protect your Personal Data. This Notice is based
on globally accepted, basic principles on data protection and is intended to provide
you with an understanding of what Personal Data is collected and how it is used.
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Scope & H ol

This Notice applies globally to all processing of Personal Data by Lenton Group and
its Business Units, except where a Business Unit has adopted its own privacy notice
that has been reviewed and confirmed by the Group Data Protection Officer (DPO)
as consistent with the principles set forth herein. It governs the processing of
Personal Data relating to applicants, business contacts (including clients and
prospective clients), customers, suppliers, and other Third Parties.
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Definitions & X

Personal Data ™ A %4

Personal Data refers to any information relating to an identified or identifiable natural
person. An identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier.

AN ANE R R AT S SR A BT R A B R AR S . ATRAIH B 2R N2 R REW
HAEESEESRN AN, CH B A . S5, AL EE R EARPRRERR

)L/El ?‘T/j: o

For instance, Personal Data include a person’s name, personal or professional email
address, personal or professional phone number, identifiers (such as login details like
an account number or password), occupation, and similar details. If we combine your
Personal Data with other information we hold, we will treat the linked data as
Personal Data as well.

fltn, A ABHEEREN AL AN Rl Rl S ANBRHRNE AR S i5 . AR
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Examples of Personal Data: > A g~

Names &4

Government-issued identification numbers (social security and driver’s license
numbers, etc.) BURF MUK B SO iEAF 568 (o fRfE S, 2 5HHIES655%)
Addresses Hihit:

Phone numbers Hif5 44

Email addresses H - Hls4 it

Photos &}
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Processing Ab#f

Processing refers to any operation performed on Personal Data, with or without the
use of automated systems, such as to collect, store, organize, retain, archive, record,
view, modify, adapt, alter, query, use, retrieve, forward, transmit, combine or delete
data.

AEEHRN A NEAE AT AT RAE, BT B R G, BRECE. A, H
2. REL AN, K. BF. Bk HE. Bo Al AL R Bk S,
I B .

Examples of processing &bF 4.

Storing information in databases
FEHE B A5 B
Transferring information from one database to another
R A5 BN s 2 ) — MR 1=
Notes £&E:

Data that has been anonymized such that individuals cannot be identified does not
constitute Personal Data. The transportation of physical media (such as documents,
computers, etc.) containing Personal Data does not constitute processing of that
Personal Data.
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Cookies & 17 %4

Cookies refer to small text files that are placed on a user's device (such as a computer,
smartphone, or tablet) when they visit a website. Cookies are used to make websites
work more efficiently, as well as to provide information to the owners of the site. They
can be used to remember user preferences, track user behaviour, and personalize
the user experience. Cookies can be session-based (temporary) or persistent (stored
for a longer period).

Cookie & FH 7 U7 1] Rl Iy A+ e v CAnvHSRAL. BRETHLECP SRR B/
WA, Cookie HITHemMutia TR, IFmMura &R RE LS. TR
TCR A ss BEH AT A KA TEC P ARG . Cookies RIONEE TRk (IR B
FEAMER) CKRISTRA7A# D o
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Third Party 58 =77

A Third Party refers to any external individual, organization, or entity that is not
directly affiliated with Lenton Group. This includes, but is not limited to, service
providers, contractors, sub-contractors, business partners, and other entities with
whom Lenton Group may share your Personal Data for specific purposes as outlined
in this Notice. Third Parties are subject to their own privacy practices and procedures,
and Lenton Group ensures that any transfer of Personal Data to these parties
complies with applicable data protection laws and regulations.

"= RS Lenton SEEITEEERERIIAMBA N HABESAR, SR EART R
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What Personal Data we process £ A {4~ N Bids 257 156 1

Processing Activity
AEES)

Purpose

H

Legal Basis

TR

Personal Data Processed

B A A B

Retention Period

RE IR

Customer Service
Investigation & Claims
Management
B RS R R

Handling customer service
inquiries and managing
claims; evaluating business
unit (BU) performance
AP P R4S B S BLR
W RS EIT (BUD 4
B

Contract performance
(claims) and legitimate
interest (performance
measurement)
GRBEAT (R k&
BRI (BT

Name, address, email, phone number, parcel
number, collection request number, case
number, free-text fields (e.g., parcel content)
g, bk, EFURE. IR0, B
S BURE RS BFRT . BHIATER
(e 5 N 2O

3 years after case
closure

ESEE ST

Parcel Delivery

AL

Shipment processing,
tracking, delivery
management
TAE R B ROk

Contract performance,
legitimate interest
BFEET SR

Name, username, email, address, phone
number, parcel number, date of birth, GPS
coordinates, ID numbers, delivery
instructions
P2 P4, B Hibk, g5,
BFEgT . WA GPS AhR. HHHES
i ke

3 years from
shipment date

BRI H il =4

Duty/tax notifications and

Name, email, address, phone number, SMS,
parcel number, IP address, parcel content

Customs Processing payment;,earec;iiggpayment Legal obligation and value 7 years
g b T E 1
R B/ B KA, K R Reg. BTN, M. BIER. . o T
AR AR E'5 . IP k. BEARNME
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Processing Activity Purpose Legal Basis Personal Data Processed Retention Period
AEEESN H I IR A F AN NBE TRE AR
Name, email, address, phone number,
parcel number, title, company, ID/passport
numbers, HS code, login, gender, delivery
and communication preferences, third-
party data (e.g., neighbours), IP address,
Notifications, marketing, Cookies, local storage items, session
satisfaction surveys, Contract storage items, your internet service
profiling, loyalty programs, | performance, | provider, your browser type and operating
Customer Interaction websites improvgment, a.ny Iggitimate system, the pages visited, the time spent 3 years after last interaction
% P type of ELF,IS"[/OFTW‘EF mte‘racUon interest, on each page, and the sequence of pages B S — R B =4
WAL B R consent accessed.

AP AR B TR ™
ut it B AR A 2 L
z)

aFRET. &
PMaE . FE

WA, PR Huhk. RS, Y
SRR AR SRR/ S, wOC
b BSEEE. YRR S OE R
= (BnATE) o 1P ik,
Cookies. AHAFAEIIH « S1HFEITHE
T I IR A5 SR v« DN S 2R IS TY T 4
RS0 ViR DU 5 505 B B 0] K 17 7] It
o

Screening against Denied
Party Lists (DPLs), license

Name, email, address, phone number,

30 days in live DB, 30 days-2
years in restricted DB, 2-10
years in archive (restricted

Sanctions & Embargo requests, parcel blocking Legal parcel number, screening results (applies access)
Screening decisions obligation to consumers and employees) FERRHOR PR 30 K, ZIR
QEESES ey xR4T 7 (DPL) 7T EE L5 WA ETIRAE. Mk, BiRSES. B ﬁﬁﬁﬁﬁ3o%§2#xﬁ
= /74* Ml vy o S 4 [:1\ A‘kﬁéﬂ: (xﬁ ‘n/jﬁ :1:[:) ,4
ﬂ$m&a§%§kﬁ%mlﬁﬁ T RELR CERATHNE KR S 0 £ 2 10 4 (R
_ Vil
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Processing Activity
AEES)

Purpose

H

Legal Basis

TR

Personal Data Processed

AL A AR

Retention Period

REHR

Export Control

A

Verification of export
authorizations and permits
for dual-use goods
A2 A XU Tl it ) HE AL
VEA]

Legal obligation
BE XL

Name, address, parcel
content (HS code),
origin/destination

countries, phone number

4. ik, HENE

(HS gwtid). izt
HWEK. BG5S

30 days in live DB, 30 days-2 years
in restricted DB, 2-6 years in
archive (restricted access)
TEEREAE PEORTE 30 R, SZIREE
PEORTE 30 R2E 2 4, RURPEIRAF
2R 6F CZIRUITD

Third Parties background
checks
BEHRIEA

Fight against child labour,
illegal migrant work,

corruption
Pk T, ARER RS TS
e

Legal obligation
HE XS

Name, address
W42, Hohk

30 days in live DB, 30 days-2 years
in restricted DB, 2-10 years in
archive (restricted access)

TR R EARAT 30 K, A2 PR A
FEARAT 30 K& 2 4, BIRFEMRL
2FFE N0 4 CZRRyRD

KPI Reporting
KRG AR R T

Sales, marketing, and
operational analysis;
performance measurement
W WS E T H
fhr &

Legitimate interest
HiEN

Name, email, address,
phone number, parcel
number
k. TR bk,
WS, NERS

3 years (then anonymized if
needed)
TRAF 3 4F (I HRE, ZJaHTE
HZALTE)
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Personal Data

oLl O EER PR RES 114
EoRs BATGHRE

. EoRIHM /B
. PLROR A e R
BERAEAT B

Processing Activity Purpose L‘eg,al Basis Processed Retention Period
AEEF) B HRIRYE RS A N PREHRR
If the alert is not eligible:
anonymized within 30 days
If there is no action
triggered by the alert:
anonymized within 2
months
Email, phone number, | If thereis a legal/disciplinary
Receiving, investigating, name, date/purpose of action: retained until
and closing alert, any data provided conclusion, then
Whistleblowing whistleblowing alerts; Legal obligation, legitimate interest during investigation anonymized within 2
2R statistical reporting RS, ARG CERl FC SN SRR S T months (unless otherwise

required)
HERAFTESRA: /£30 K
P REAT A4 A b 2
A1 ERA G KAEAATE: 4 2
AN H AT A A b
RN R A AL R
HEags, %51 21MH
WEE &t GER A ERE
EA)

Recruitment
i

Evaluate and process
your application for
employment with us,
carry out right to work
checks
PR R USHE NI
W, BT TAE R A

Contract performance (employment
contract), legitimate interests (to verify
your suitability for our vacancies), legal

obligation (right to work check)

GFRET GFshEFD. aiEs (5

IEER BTG RALERD) . BN

(LAEBAR LD

Name, address, phone
number, email address,
CV, cover letter
W, bk, #BiES
iy - HRAR L, 7
i~ RIAME

1 year after last interaction
HfE — R HilE 1 4

Page | 9
B1019




The Third Parties we might share your Personal
Data with AT A ge L 2 AN B /58 =5
Lenton Group may transfer your Personal Data internally or externally under strict

compliance with applicable data protection laws (e.g., European GDPR, Hong Kong
PDPO, Chinese PIPL).

Lenton 4k 1] BEFE )™ M6 18~ 38 F B fR 9P it (nkl GDPR. &5 PDPO. H1[H
PIPL) HITISE T, Rl i A Bt AT Py i sl b i A i

With your consent, for contractual necessity, for our legitimate interest, or to comply
with regulatory obligations, your Personal Data may be transferred to countries
outside of your location, including those with lower levels of data protection.

ERBENFEE. ETERDLEME. AT AR SOV T IHE 55, BN A
YT RE = ki R PTE L LIS B 5, AR DRI /KT B [ 5K

Where we use Third Party service providers to assist us, your Personal Data may also
be stored in accordance with their practices and procedures.

A PA L FH 28 =5 i S5 S B b B, A9 Nl BT BEAR 8 JHAH S5 5] AN A P 2
AT A -

Your Personal Data may be disclosed or transferred to:

TSI NS W] RE A e B 8 45

- Lenton Group Business Units - only for business purposes such as performing
the requested services and invoicing or for our legitimate interests.

- Lenton SRV A ——A0NN55 A B, GRJEAT FiE KR S5 AT B SE, B
LI THIEE H

- Third-party service providers for the performance of the services (e.g., logistics
partners and technical service providers, including sub-contractors).

- WETTIRSS PR, LUBEATIRSS (IR A R KA R R IR S AR AR, 4
RN DB

- Technical support providers, for our legitimate interest (e.g. assisting with our
websites).

- BORSCEFRRER, ETROEEE B (Bl Bh4ed AT P .

- Providers assisting us with receipt of payments via our websites - to perform
our contract with you or to take steps to enter into a contract with you.

Page | 10
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- PR B ERATTE R P A R R B e —— 9 JE AT IRATT S ) TR B SR B i
PARYAS S

- Recruitment agencies assisting us with filling our vacancies - for our legitimate
interest to fill-in our vacancies.

- PR EERATIR RS HRAL 25 SR A RS —— 2 T RATIRANIRAL 22 SR A3 H

- Professional advisers such as lawyers, accountants, insurance companies and
business analysts - for our legitimate interests to ensure compliance, manage
risk, and optimize business operations.

- Bk, AR, i, PR A R Kb S5 o b I —— T AT SR H
RGN 5 iEE .

- Third Party software hosting companies which provide us with software
solutions - for our legitimate interests to ensure efficient and secure software
operations and support.

- NIRAISRPEHA R R T R =T A E AR —— T BRI SEE K,
TR IS AT B S R 5 2 e IR A S

- Cloud service providers which host the Personal Data we collect from you -
for our legitimate interests to ensure secure, scalable, and reliable data
storage and management.

- NTRIREE A E AV B e ATy R TR, AT N Y
ARG IR —— R T EATN SR H K.

- Regulatory or legal authorities when required by law (e.g., tax reporting, court
orders) — to comply with a regulatory obligation.

- MRYRERI, (A A BEERALC (FIInBSs Bk TEBE A ) 1R AN B —
— LABAT 8 55

Where we store your Personal Data

A N 3 A5

Electronic versions of your Personal Data are stored on our own servers or on the
ones of cloud service providers in Asia-Pacific, the European Union or the United
Kingdom.

T AR R RS NG A7 ik T 3T B A AR 55 4% B T R X W e [ 1) 2 R 55 1
PRk os A L.

Where there is a cross-border transfer or your Personal Data, we will take steps to
ensure your Personal Data is adequately protected. In such cases and in accordance
with the regulations in force, we require our IT Third Parties to provide the necessary
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safeguards to ensure regulated, secure transfers (e.g. by requiring them to sign the
European Commission’s standard contractual clauses).

W e s AL RIS A MBI, BATTR RIS b Ok 8 00 N 15 2058 0 /9. 1E
PEIE UL, WRARBUTIERL, AT ZORAE BERH =J5 e flhab Z 0, DA R S 8 (1
‘w2l (BN ZER A F R & A 2 A HE G R 26500 .

How we protect your Personal Data

FATan ] Ory S B9 A N

Lenton Group undertakes to adopt all measures necessary to protect the security
and confidentiality of your Personal Data and, in particular, to prevent any damage,
erasure or unauthorised access by a Third Party. Lenton Group implements the
following measures to protect your Personal Data:

Lenton £ERIKVERE — V)b B, RIS NEIR 22 S5, Fealpribss =
Tii&E S E . MBRECR S B TT 1A . Lenton &M Sl LA F 4 it AORI R A~ A B8 -

Access Controls i ] $25 i]

Principle of Least Privilege # /M3 R JF

Lenton Group adheres to the principle of least privilege, ensuring that employees,
contractors, and systems are granted the minimum level of access necessary to
perform their job functions. This approach minimizes the risk of unauthorized data
access.

Lenton 4 R1EHE /MR IR, B0k R T AR & RS T AT TAEER ST AT
i B A U7 ) ALBR o 1245 5 R PR PR M AT 17 AR 22 AL T et ) XU

Authentication S35 F

All individuals accessing Personal Data must be authenticated using approved
authentication methods, such as usernames, passwords, and multi-factor
authentication.

P Ui I A N B N 5, P9 2508 1 HEHE A GIE D5 AT B 38 iE, Blan i P 44,
(LY ETSE N

Page | 12
o112



Access granting 1 7] 2 4¢

Access granting is determined by the individual's role and responsibilities within the
organization. Access control lists and role-based access control mechanisms are
used to enforce authorization policies.

Vi A S AURYE N ANAEH L 1 f 6 S B DT DA E o SR Uy il F2 0 910 38 R O T i B 10
ViR, PASAT AR

Monitoring and Logging x5 H Eid%

All access to your Personal Data is monitored and logged. Logs are regularly reviewed
and audited to detect and investigate any unauthorized access or suspicious activities.

M EAN NBHE TR B2 B EEIHdR HE. HESEsZ5eE, DRI
A B AT AR AL ] BUR] SR TE 2 o

IT Security Measures 15 B A 22 15t

To protect your Personal Data, Lenton Group employs several IT security measures.
We conduct regular security assessments and vulnerability testing to identify and
mitigate potential risks. We also implement intrusion detection systems to monitor
and respond to any unauthorized access or suspicious activities.

NRPERAN NEE, Lenton SEHIRECE TS BEOR % et . FATE T 2 208
ARSI, DR B IR T RS . RN, RATTAEE AR R 4t, e I i
AT AR GAZL] 7] BA] Bt i 2 o

Organizational Measures 2231445 # # jiti

Lenton Group is committed to ensuring that all employees are aware of their data
protection responsibilities. We provide regular training and awareness programs to
educate employees on data protection policies, procedures and best practices.

Lenton SEHBUTHORITA 51 T AE (R BITT. BATEWIF R I A EALE 30,
HE WL T REBER R BER .. By S Hsk .

Regular audits and reviews of data protection policies and procedures are conducted
to ensure that your Personal Data is processed in accordance with the applicable
laws, regulations and with the principles outlined in this Notice.

5E I Bt R R e BEAT B TH S s A%, 8 ORI 1A N Bl A B T R
AR W T8 U AT A

Page | 13
%7113



Data Risk Assessment 3z X% PEAL

Before introducing new data processing methods, a comprehensive data risk
assessment is performed. This assessment evaluates the compliance of the new IT
system with applicable laws and regulations, as well as with the principles outlined in
this Notice, to ensure that your Personal Data is processed securely.

FEGINHT Bl AL B 5 SRT, R AT A i AR RS Al o 0P B ERIAHT 1T R4
FrEriE A A LA S W iR U, B ORI A N e e Ab PE

Data Breach Response 4 it £ i v

If your Personal Data is affected by a security breach (destruction, loss, alteration or
disclosure), Lenton Group undertakes to fulfil our obligation to notify Personal Data
breaches to the relevant data protection authorities.

RS A N B 2 e tt e CRAREEIR . Rk. Btk ), Lenton ZERTRE
AT A TR AR SR e DR 2B WL O A N s Tt i =0 (14 55

Your rights concerning your Personal Data

R NEHE PR

Subject to applicable laws, and unless the processing is necessary for compliance
with a legal obligation, the performance of a contract to which you are a party, or for
legitimate interests pursued by Lenton Group, you have the following rights regarding
your Personal Data:

FEXE R A, BRAFEER N AT IR S5 AT 25 ME R, 808 Lenton
ERNERGFA T e, BEA LN R T NBEE IR -

- right of access: you may obtain a copy of your Personal Data being processed
by Lenton Group;

- VIR B BGREL Lenton SR IEAE AR B8 894N N H0Hs B AR

- right to rectification: you may update your Personal Data or ask us to rectify
your Personal Data processed by Lenton Group;

- BIERL BAEBCERERA ABEE, sERIATEIE Lenton 4 4bH BB A4
NEE

- right to object, in particular to prevent direct marketing: you may notify your
preference not to receive direct marketing from Lenton Group or ask Lenton
Group to stop processing your Personal Data;

Page | 14
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- R, R IEERECE S BT LA WL, AEE Lenton &R
BAEEH, sEK Lenton £ RNF LA B AN N E

- right to erasure: you may ask Lenton Group to delete your Personal Data;

- MHERAL: 0T BLESR Lenton & MM BRI AN N EUHE s

- right to restrict processing: you may ask Lenton Group to suspend the
processing of your Personal Data;

- PREIEIEAL: BT LAESR Lenton 4 A8 15 b BRAE A N 28 5

- right to data portability: you may ask Lenton Group to retrieve your Personal
Data for reuse.

- BIETTEERL: AT LAER Lenton PR RE RN ANBdE, DUEFFIA.

- right to withdraw consent: In the limited circumstances where you may have
provided your consent to the collection, processing and transfer of your
Personal Data for a specific purpose, you have the right to withdraw your
consent for that specific processing at any time. Where we are providing you
with marketing information, you can also change your marketing preferences
by using the unsubscribe button at the bottom of our marketing e-mails sent
to you. Once we have received notification that you have withdrawn your
consent, we will no longer process your Personal Data for the purpose or
purposes you originally agreed to, unless we have another legitimate basis for
doing so.

- BEIEES: EEERE HCRA A B IR A &R A N 1)
ARG, GG AU 2R A B R AR . A RAT M SR AL E BE R,
Rt AT R AT AR S B R SR R AR AR VT 4 S e B A . ISR
TR R s A T, JRATTHE A I B T 1R = ) H AL B A N, B
LA A A EEKE .

How to exercise your rights? w1748 & (I ACF) ?

You may exercise these rights by contacting at dpo@lentongrp.com.

B LLEITEE &R dpo@lentongrp.com SRATAF X LA R .

All requests must be submitted with a proof of your identity, along with the subject
and scope of the request, to help us identify the data in question.

JIT AV SR 2 B 17 65 1) B 3 B UE R IE R 3 SR A 2 AN T, RABI B 3RAT TR ) A S e
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Lenton Group undertakes to respond to your requests within one month.
Occasionally, if your request is particularly complex, it may take longer than a month.
In such cases, we will notify you and keep you updated on the progress.

Lenton SRV D H NEIBERIER. WERIEREAE 4%, AHN 8] n] GE
—AH o FERETEOUT, AR RN T RS R A B R

No fee usually required i@ % A HL 3% H]

You will not have to pay a fee to access your Personal Data (or to exercise any of the
other rights). However, we may charge a reasonable fee if your request for access is
clearly unfounded or excessive. Alternatively, we may refuse to comply with the
request in such circumstances.

V7R ANEHE (BT AR TR 38 5 e/ SRR B . EE A DT R 5K
W B e T, BRATTRESWO GBS . B3, USRI T, AT REdR
A JEAT AT K

What happens if you fail to provide Personal Data? Wik
RSB HEAN NEHE, B R4

If you fail to provide certain information when requested, we may not be able to
perform the contract we have entered into with you (such as providing you with our
products or services), or we may be prevented from complying with our legal
obligations (such as complying with sanctions and embargos regulations).

A ERBEAE BRI IR 25 S, BATTREEIEBIT SEME R (A G54 i 2
HR55), BIERBSTIEE S (AN sy i AN Is e ).

Privacy Notice Review and Updates

SEURA 5 W 1 B BT

We may change, modify, add or remove portions of this Notice at any time, and any
changes will become effective immediately. Any changes we make to our Privacy
Notice will be posted on this page and, where appropriate, notified to you.

FATAT REREIT B 5 B S AN B R AR B 2 AR, ELAE ) B i S R AE 2
FRATIXH UL 75 1 B 'R A o] B8 e R A TAS Ui HT, SFAEE 5 00 MiB R
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Contact Information

kR AT

For any questions or concerns regarding this Notice, please contact the Data
Protection Officer of Lenton Group at dpo@lentongrp.com.

AR A 7S WA AT AR BB ) B VE, TE B R Lenton SR BHE R4 E, HEAT b hEN

dpo@lentongrp.coms
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